ABOUT

ekko Consulting, Inc. specializes
in the implementation of Informa-
tion Security Management Sys-
tems based on the ISO27002
specification and 1SO27001:2005

certification standards.

METHODOLOGY

There are a variety of risk man-
agement frameworks available to
organizations. We utilize these
frameworks and standards for
performing risk assessments and
for measuring IT related risks

within organizations.

EXPERIENCE

EKKO is the leading 1ISO27001

consulting organization in the Bay

Area and on the West Coast. We
have successfully helped Enter-
prise organizations become certi-

fied to ISO27001.
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INTRODUCTION SERVICES SUMMARY

Risk management is the foundation for implementing a good information
security management system. Designed and executed appropriately a
good risk management program can reduce costs, enhance security and
provide a common framework from which appropriate IT security, compli-
ance and business decisions may be made.

ISO27000 Consulting
IT Metrics and Reporting
Management Dashboards

IT Disaster Recovery
RISK MANAGEMENT APPROACH
We have adopted our own tools and approach for evaluating and prioritiz- Security Policy Management
ing IT and information security related risks within an organization. Information Security Strategy
Our risk management process is documented, repeatable, scalable and

sustainable. Compliance & Audit

IT Baseline

Our process is easy to understand,; this facilitates the risk assessment
. . Technical Documentation
process and helps you gather the results you need to start managing risk

at your organization.

We work your management personnel to help identify risks within your
organization. Once complete, we strategize and help you plan for risk

mitigation and remediation activities.

We facilitate raising risk and security awareness within the organization
and help set up working teams and awareness training programs.

Our objective when working with our clients is to integrate security and
risk management into IT and business processes.

We help identify critical assets and facilitate the risk assessment process;
utilizing our tools results in reports that then serve as the foundation for
your organization’s risk management and security program.

ekko Consulting’s risk management methodology, documentation and
tools meet the objectives defined within ISO27001 and may be used for
certification purposes.

RISK SERVICES

e Ad-hoc risk assessments

e  Risk management consulting

e  Risk management programs

e  Qualitative/quantitative risk management
e  Regulatory compliance based risk assessments ekko Consulting, Inc.
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