ABOUT

ekko Consulting, Inc. specializes
in the implementation of Informa-
tion Security Management Sys-
tems based on the 1ISO27002
specification and 1ISO27001:2005

certification standards.

METHODOLOGY

We have developed our own 10
Step 1SO27001 certification meth-
odology. EKKQO'’s custom
method’s are tried and tested with

our certified customers.

EXPERIENCE
EKKO is the leading 1ISO27001
consulting organization in the Bay

Area and on the West Coast. We

have successfully helped Enter-

prise organizations become certi-

fied to 1ISO27001.
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INTRODUCTION

ISO27001:2005 Information Security Management System (ISMS) was released in October 2005, The
ISO27001 International Standard has been prepared to provide a model for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving an Information Security Management System
(ISMS).

BENEFITS
Learn the benefits of ISO27001 certification and what it means to your business. Talk with us to discuss
your business objectives and how ISO27001 may benefit your organization.

Some examples of ISO27001 certification BENEFITS we have seen are:

e  Generate immediate customer confidence when asked about your information security practices
and environment.

e  Streamline and optimize regulatory compliance initiatives

e  Manage your information security and IT investments based on risk and metrics that matter to
your business.

e  Save time and money by streamlining and optimizing processes

e  Provide measurable process and technology output so that you can make more informed man-

PHASE 1 - ISO27001 BASELINE

EKKO consultants help you understand the requirements for
certification and in turn gather the information we require to be
able to provide you a certification roadmap that is specific to

your organization and scope.

PHASE 2 - 1SO27001 ISMS DESIGN '
We evaluate your people, process and technology and work 4 —

with you to develop the ISMS scope and framework that meets
your organizations objectives and goals.

PHASE 3 - 1SO27001 PLANNING

Identify and engage the 1SO27001 certification body (registrar) and schedule stage 1 & 2 certification audits.
We help you document the internal project plan to meet certification objectives.

PHASE 4 - 1SO27001 RISK ASSESSMENT
Define and document your information risk management methodology that is compliant with ISO27001 proc-

ess requirements for assessing risk. Inventory your assets, perform and document your risk assessment..



PHASE 5 - 1SO27001 TRAINING
WHO WE ARE Identify and schedule training requirements for those involved in the ISO27001 ISMS.

We are a team of 1ISO27001
PHASE 6 - ISO27001 IMPLEMENTATION

Implement the 1ISO27001 ISMS, related processes and start using the management system.

experts and information security

professionals dedicated to ser-

vice excellence and customer

PHASE 7 - ISO27001 INTERNAL REVIEW

Sepae EKKO consultants help you conduct your initial internal assessments and reviews. Process and ISMS gaps

WHAT OUR CUSTOMERS PHASE 8 - ISO27001 STAGE AUDITS

SAY... EKKO consultants assist with the Stage 1 & 2 certification audits performed by the certification body chosen
“our 1ISO27001 certification has by your organization.

paid dividends within one week

PHASE 9 -

of certification.. Thank You . . . A .
Upon successful completion of Stage 1 & 2 your certificate is awarded for an initial period of three years.

“Our 1ISO27001 certification has PHASE 10 - 1ISO27001 INTERNAL AUDIT AND SUPPORT
helped drive down our product EKKO consultants continue to facilitate your ISMS process and internal audits. We assist and support your
sales process and made us more through certification surveillance audits to ensure you maintain your ISO27001 certificate. As your ISMS

L ) matures we help you mature and evolve your ISMS program as your business drivers and requirements
competitive in our marketplace..

change.

Metrics, measurement and improvement are key to the ongoing evolution and success of your ISMS.

SERVICE DELIVERABLES

ISO27001 Security Policies

Risk assessment tools and methodology
1ISO27001 ready operational procedure templates
Information security manual

Statement of applicability

Audit checklists

Documentation control and standards
Certification methodology

Support throughout your certification process

Contact us for a free ISO27001 certification evaluation and
introductory training session.
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